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Authentication systems
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What you areWhat you know



Authentication systems
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What you areAdvantages:

• Do not rely on memory

• Unobtrusive

• Continuous authentication



PPG-Based Authentication
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Limitations of existing works:

• Laboratory studies

• Missing assessment of the impact of 

contextual factors



Focus of our work – Real world data
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User-specific Variability

Time

Temporal Variability

State–dependent Variability



Dataset – LAUREATE
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42
2 courses at 
University

~17 lectures per 
participant

Happiness, 
Engagement, Energy, 

…
64 Hz32 Hz

4 Hz 4 Hz



Methodology

7

• Convolutional Neural Network (CNN) architecture

• Window-size: 180 seconds

• Classification (user ID)



Methodology – Temporal and User-specific

8

Training:

First 11th lectures

Validation:

12th lecture

Test:

13th to 17th lectures

Remove participants that:

• < 5 lectures in Training

• < 3 lectures in Test

31



Results – Temporal and User-specific
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Temporal factors do not influence the performance

Some users have a narrow range suggesting consistent 
identifiability while others are inconsistent

𝐴𝑢 =
𝑢𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦
𝑢𝑤𝑖𝑛𝑑𝑜𝑤𝑠



Methodology – State-dependent
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Training with state:

Remaining lectures

Validation:

One random 
lecture per user

Test:

One random 
lecture per user

Training without state:

Remaining lectures with a state 
different from the test lecture

Undersampled to have equal size



Results – State-dependent
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Including the same state in the training set improves performance 
on the test set
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Paper GitHub Repo
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